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SUMMARY

CompTIA Security+ certified SOC Analyst with 2+ years of hands-on experience in SIEM monitoring, incident triage, and threat detection across
Azure and hybrid environments. Experienced in investigating phishing and malware activity using enterprise SOC tools and collaborating with Tier
2 teams to reduce response times and strengthen security posture. Flexible to operate in 24x7 SOC environments, including on-call rotations,
weekends, and night shifts, while executing runbook-driven incident response, SOP-based triage, and structured escalation procedures.

CERTIFICATIONS

• CompTIA Security+

• Microsoft Cybersecurity Analyst Professional Certificate

TECHNICAL SKILLS

SOC & Security Tools: Microsoft Sentinel (KQL), Azure Cloud, Wireshark, Snort IDS, CrowdStrike, Defender, MDM
Frameworks & Governance: MITRE ATT&CK, MITRE D3FEND, Cyber Kill Chain, NIST-CSF, OWASP
Systems & Networking: TCP/IP, DNS, VPN, Firewalls, IDS/IPS, Windows/Linux
Programming/Scripting: Python, PowerShell, SQL, REST API Integration

PROFESSIONAL EXPERIENCE

Security Operations Analyst (SOC Analyst – Tier 1), Goyal Infotech Solutions, Jalandhar, IN Aug 2021 – Aug 2022

• Triaged and analyzed high-velocity triage across 25+ daily alerts in Microsoft Sentinel using KQL-driven querying, endpoint telemetry
review, and correlation-rule validation to uplift early-stage detection efficiency by 22%.

• Investigated and assessed phishing, malware, and anomalous network activity—leveraging CrowdStrike Falcon, Wireshark, and VirusTotal
to deliver structured incident reports with clear remediation pathways.

• Refined and optimized SIEM performance by tuning detection logic and enrichment parameters, lowering false positives and reducing Mean
Time to Detect (MTTD) by 18%.

• Coordinated with Tier 2 responders to expedite containment operations including firewall rule adjustments, endpoint isolation, and Azure
AD credential resets.

• Executed runbook-driven incident triage, documented cases in ticketing systems, and escalated incidents per defined SLAs and escalation
matrix.

Security Operations Analyst (Internship), Goyal Infotech Solutions, Jalandhar, IN Feb 2021 – Jul 2021

• Enhanced SOC documentation ecosystem, improving cross-team knowledge retrieval speed by 20%.

• Monitored and validated SIEM detections, and performed secondary analysis to confirm true positives prior to escalation.

• Reduced noise across detection pipelines by refining alert logic and validating detections against host, user, and network telemetry.

Membership Associate (IAM & Account Security Exposure), Costco, Toronto, Canada May 2023 – Present

• Managed high-volume incident triage via ServiceNow with strict SLA adherence, displaying adaptability and attention to detail by rapidly
switching between fraud investigation and member support roles during peak hours.

• Performed identity and access management (IAM) for Costco members by validating account ownership and granting appropriate digital
access permissions to online services.

• Executed secure account recovery and credential resets when members attempted to access accounts from new or unrecognized devices,
reducing account takeover risk.

• Temporarily restricted and re-enabled member accounts in response to suspected fraud, duplicate payments, or other suspicious activity,
enforcing access controls and supporting fraud prevention and account integrity.

Student Ambassador, Humber College, Toronto, ON Jan 2023 – Apr 2024

• Managed logistics, labs, and technical support for high-volume student operations, supporting 200+ students weekly by resolving access,
system, and setup issues.

TECHNICAL PROJECTS & SECURITY SIMULATIONS

Security Analyst Home Lab & Blue Team Ops Aug 2022 – Present
Remote / Self-Paced Project Work

• Azure Sentinel Honeypot & Threat Hunting: Configured a live Azure Sentinel SIEM with a custom honeypot to aggregate attacker
telemetry. Analyzed 100+ RDP brute-force attacks, utilizing KQL to map geolocation data and refine detection rules for adversary profiling.
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• Detection Engineering & Log Analysis: Actively developing and tuning SIEM alert logic (Splunk/Sentinel) to detect ransomware behavior
and privilege escalation, reducing false positive rates in simulated environments.

• Incident Response Simulation: Conducting full-lifecycle incident handling scenarios (MITRE ATT&CK mapping) via platforms like Blue
Team Labs Online/TryHackMe, focusing on malware analysis, packet capture review (Wireshark), and endpoint forensics.

EDUCATION

Postgraduate Diploma, Information Technology Solutions, Humber College Sep 2022 – Apr 2024
Bachelor’s Degree, Computer Applications & Cyber Security, Lovely Professional University Aug 2018 – Jul 2021


